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About Edistys Foundation:
Edistys Foundation is a Non-Governmental Organization
registered under the Telangana Societies Registration Act
based out of Hyderabad, working towards initiating
change in society for a better tomorrow.

Our Aims and Objectives:

● To work towards establishing a gender-equal society
● To create awareness on rights and duties given to the
citizens

● To impart legal education and extend necessary
assistance to the victims of crime

● Promoting need for mental health awareness and
reducing the stigma surrounding it

● To facilitate socio, economic, medical and educational
support to backward and vulnerable sections of the
society.

Contact us: edistysfoundation@gmail.com
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What is Cyber Skool?

Cyber Skool is an initiative to train a team of students from
different schools along with teachers where the team is
empowered to handle the online threats to children and
also to promote the positive use of Internet & Mobile. This
project will create Cyber Scouts who will be trained on all
aspects of cyber safety and will in turn educate everyone in
their school and community circles on how to be safe from
cybercrimes.

Objectives of Cyber Skool:
● To create awareness on online safety among

adolescent children and facilitate discussions to
identify challenges and opportunities in order to
prepare our youngsters in the digital world.

● To establish ‘Cyber Safety Club’ in the school with a
progressive classic team who will act as torch bearers
doing awareness sessions about cyber safety among
other students & public.

● Create a pool of young and well aware Cyber Scouts
who will act as a catalyst in spreading awareness on
Cyber Safety to their immediate communities.
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Learning Tasks & Activities:
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Chapter. 1
Basic Rules - Digital Citizenship & Netiquettes

What is Cyberspace?

Cyberspace is a place where people and information can interact
without worrying about any physical limitations. In cyberspace, we
can find websites, social media platforms, online services, games, and
various resources. It’s a kind of informational digital library. You may
get any information you want on any subject on the internet.

Here we can see some examples:
● Facebook
● Instagram
● Snapchat
● WhatsApp
● Twitter

Digital Citizenship
Digital Citizenship is an important role in ensuring online safety and
protecting digital assets. Here's how Digital Citizenship relates to
cybersecurity:

● Reporting Inappropriate Content, knowing how and
when to report harmful or inappropriate content
encountered online.

● Maintaining a healthy balance between online and
offline activities to avoid excessive screen time.

● Developing the ability to evaluate the credibility and
reliability of online information and sources.

● Recognizing and taking steps to prevent or address any
form of online harassment.
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Netiquettes:
Netiquette is essential to maintain a safe and secure online
environment.

● Staying updated about the latest online threats, which
helps to take necessary precautions.

● Reporting helps in addressing and reducing cyber threats
effectively.

● Updating software and using strong passwords.
● It helps to recognize and report suspicious messages,

which could be attempts at social engineering or cyber
scams.
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Chapter. 2
Safe Browsing & Privacy Settings

Social Media Security Settings:

● Privacy Settings: Setting your social media accounts to private
can protect your personal information from people you do not
know in real life

● Password Security: Having a strong password can prevent
other people from hacking into your account. Enable two-factor
authentication on all social media.

● Location Settings: In order to stay safe, make sure you
look in your settings and turn off any feature that shares
your location.
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How to Protect Your Privacy on Social Media?

Use different passwords on all your different social media
accounts and keep changing your passwords frequently

While adjusting your privacy settings, never forget to turn
off your gadget’s location sharing

Avoid logging into public computers or using friends
phones to log in to your social media accounts

Use caution with public wireless connections when
accessing your social media accounts.

Before you post any photos, think twice. Posting photos
on social media has been identified as one of the risky
social networking activities

When prompted to ‘comment below to see magic’ or
‘check which celebrity you share a birthday with,’ avoid
clicking these random baits. They are third-party apps
that try to capture and misuse your private information

You don’t have any obligation to accept a “friend or
follow” request of anyone on social media, particularly
those you do not know
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VPN (Virtual Private Network):
VPN establishes an opportunity to establish a protected network
connection when using public networks. VPNs encrypt your internet
traffic and disguise your online identity. This makes it more difficult
for third parties to track your activities online and steal data. The
encryption takes place in real time.

Clickbait:
Clickbait is a text or a thumbnail link that is designed to attract
attention and to entice users to follow that link and read, view, or
listen to the linked piece of online content, being typically
deceptive, sensationalised, or otherwise misleading.

Auto-Fill:
Auto-Fill automatically fills in information for you in web browsers
and apps. It remembers details like your name, email address, and
phone number. Saves time by suggesting completed information
while typing. Be cautious with sensitive information and use it on
secure websites.

Cookies:
Cookies are small files that websites store on your computer or
device. They contain information like preferences, login details, and
browsing habits. It helps websites remember you for personalised
and efficient experiences. Some cookies may track your behaviour, so
you can adjust browser settings for more control.

Cache:
Cache is a temporary storage area in your computer or device. It
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stores website data like images, videos, and pages to speed up future
visits when you visit again. Clearing the cache occasionally frees up
space and makes sure you see the latest content.

Browsing History:
Browsing history is a record of websites you've visited in your web
browser. It helps you find sites you visited before. Clear your browsing
history regularly to ensure privacy of your data.
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Rules to Set Strong Passwords:
Length: Make your passwords at least 16 characters long. Longer
passwords are generally more secure.

Complexity: Use a mix of uppercase and lowercase letters, numbers,
and special characters (e.g., @, !, #) in your passwords.

Avoid Common Words and
Patterns: Avoid using easily
guessable words like "password,"
"123456," or sequential patterns like
"abcd" or "qwerty."

Avoid Personal Information: Don't
use personal details like your name,
birthdate, or any publicly available
information as passwords.

Unique Passwords: Use a different password for each online
account. Reusing passwords across multiple accounts increases the
risk if one account gets compromised.

Extensions:
Browser extensions offer additional features and functionalities to
enhance the browser capabilities. But be very careful while you add
them & know what to add.
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Anti-Virus:
An anti-virus is a special program that protects your computer or
device from bad software called "malware." This bad software can
cause harm, steal your information, or make your device not work
properly. The anti-virus scans everything on your computer to find
this bad software and get rid of it, keeping your device safe and
secure.

Incognito Mode:
Incognito mode, also known as private browsing or privacy mode, is
present in all web browsers that allows users to browse the internet
privately and discreetly. When you use incognito mode, your
browsing activity is not recorded, and the browser doesn't store
cookies, temporary files, or your browsing history.

Some special features about private/Incognito
are:

● Privacy
● No History Tracking
● Temporary Data
● No Autofill
● Private Searches
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Chapter. 3
Cyber Crimes & Preventive Measures

Cyber Bullying:
Cyberbullying is a type of bullying that takes place online, using
digital communication such as social media, messaging apps, emails,
or online forums.

Examples includes :

● Hateful text messages or emails
● Rumours sent by email or posted on social

media networks.
● Embarrassing pictures, videos, websites, or

fake profiles posted online.

What to do, if you are bullied?
Tell someone: Make sure you tell a trusted adult, such as a parent
or teacher, and they will help you to decide what to do

Save the evidence: It is really important to have evidence of the
cyber bully to show it to the concerned authorities (Screenshots..)

Block the person/group: Most social media sites will give you the
option to block the person/group cyber bullying you.

Don't reply or answer back: Don't become a cyber bully yourself.
Deal with the bullying by blocking and reporting the abuser.

Report: Cyber bullying is never acceptable and you should report
such content

Stay positive: Although it may feel like you do not have any control
of the situation, you can by following the right measures. You are
not alone.
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Cyber Grooming:

Cyber grooming is the manipulation of a child or a teenager often by
an adult on online communicative gaming platforms, apps and
social media. This manipulation is done to gain the trust of
vulnerable individuals. After gaining the trust of the individual, the
predator begins to normalise sexual conversations or introduce vices.
Further, the predator may ask the victim to send personal pictures of
themselves or even ask them for a personal meeting.
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Phishing:
Phishing is a type of social engineering
attack often used to steal user data,
including login credentials and credit
card numbers.
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How to stay away from Phishing?
● Create unique-complex passwords that

include a dozen letters, numbers, and
symbols.

● Enable two-factor authentication.

● Check your financial accounts often for
unauthorised transactions.

● Set up alerts on your banking and credit card
accounts.

● Never give out your personal information.

● Don't click links from unTRUSTED sources.

Sexting:
Sexting is a combination of "sex" and "texting". Sexting refers to
sending, receiving, or forwarding sexually explicit messages, photos,
or videos through text messages, social media, or messaging apps.
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UPI Scams:

UPI is instant money transfers between bank accounts through
mobile devices using apps or online banking platforms. Scammers
take advantage of UPI's convenience to deceive people and steal
money or sensitive information.
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Chapter. 4
Making Online Spaces Safer for Children

Online Gaming:
Online gaming describes any video game that offers online
interactions with other players. Gaming is a fun and sociable way to
spend time, encouraging teamwork and developing skills.

All good stuff, but there are a few things you need to be aware of:

● Children might become mentally or physically ill resulting in
issues like anxiety, short attention span, obesity, etc.

● Children do not understand the concept of privacy and might
end up sharing personal information and fall victim to hacking
and identity theft.

● If the gaming habits are not controlled the players might take
over other aspects of a child's life.

● Online gaming exposes children to offensive language and
acts.

● Most children’s first interaction with someone they don’t know
online is nowmore likely to be in a video game.

Do’s & Don’ts of Online Gaming:

Do’s Don’ts

Use Official Game Platforms Don’t use third party applications for
downloading games

Be Careful with Personal
Information

Never reveal your real name, location.
gender, age or any other personal

information

Never trust on the popups that may
ask you to pay for items in the

game

Don’t add any credit card or debit card
information in online gaming platforms.

Report Suspicious Behaviour Don’t trust or make friendships with any
person you meet on gaming platform

18



Screen Time Management:
Creating time limits and boundaries for the use of the internet can
be very effective. It improves your mental health and leaves you
feeling productive. The Internet is a boon but screen time
management is the key.

Mobile App Permissions:
When you download and install an app, it may ask for specific
permissions to function properly. These permissions grant the app
access to various parts of your device.

Don’ts:

● Don't give permission to any
third-party applications that are not
downloaded from the Play Store.

● Do not download any apk’s or
applications from third party sites.
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Laws to Ensure Online Safety for Children:
● Indian Penal Code, 1860
● Information Technology Act, 2000
● Protection of Children from Sexual Offences Act of 2012

BE CYBER:
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How to Report Cyber Crimes?
● Dial ‘100’ - FIR with local police or Cyber Crime Police Station

● To report cyber fraud call

National Cyber Crime Helpline - 1930

● Visit https://www.cybercrime.gov.in/
○ “REPORTWOMEN/CHILDREN RELATED CRIME” .
○ Select “REPORT ANONYMOUSLY” or “REPORT AND

TRACK”.
○ Fill in all the required details and submit.
○ To report “CYBER CRIME” Visit “REPORT CYBER CRIME”.
○ Select “FINANCIAL FRAUD” or other “CYBER CRIME”.
○ Fill in all the required details and submit.
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